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AHHOTanuA. B cTaTbe NpoBOAUTCA aHA/NNU3 XapaKTePHbIX 0COOEHHOCTeN HHPOPMALMOHHBIX BOWH NOJIUTH-
YeCKo# HanpaBieHHOCTU. CeroZiHs UHGOPMaLMOHHbIE BOMHHBI SIBJISIOTCS HEOT'beMJIEMbIM 3/IEMEHTOM I10JIU-
THUYECKOU CUCTEMBI, BBICTYIAsA B KAYeCTBE HHCTPYMEHTA MOJUTUYECKOTO yrpaBJeHus. Crienuduka uHdpop-
MalMOHHOH BOMHBI 3aKJII04YAETCS PEX/Ie BCEro B TOM, YTO 60€eBbIe IeHCTBUS MPOUCXOAST B IJIOCKOCTH BUP-
TYyaJIbHOTO IPOCTPAHCTBA. bbl/Io BBISIBJIEHO, UTO BCeMUPHast MHPOpMalMOHHAsA KOMIIbIOTEPHAsi CETh BbIBeJIa
MHPOpMaLMOHHbIE BOMHBI Ha HOBbIM YPOBEHD, CTaB MOLIHBIM UHCTPYMEHTOM /151 peaansanuu uHpopmanu-
OHHBIX aTakK. /laHHas TeHJAeHLUs Halljla CBOe OTPpaXKeHHe B MOJTUTUYECKUX KOHQIUKTAX, KOTOPble IPOHCXO-
JISIT B rpaHUIaX THGOPMAIIMIOHHOTO TOJIS.

Kawuesuie cnosa: nndopmanus, KOMMYHHUKaLMs, MHPopMaLoOHHas BOWHA, KHGepIPOCTPaHCTBO, MaCCOBOE
CO3HaHUe, MAaHUNYJIAIUSA, TOJUTHIYECKHUE TEXHOJIOTHH
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Abstract. The article analyzes the characteristic features of information wars of a political orientation. Today,
information wars are an integral element of the political system, acting as an instrument of political govern-
ance. The specificity of information warfare lies primarily in the fact that the fighting takes place in the plane
of virtual space. It was revealed that the worldwide information computer network has brought information
warfare to a new level, becoming a powerful tool for implementing information attacks. This trend is reflected
in the political conflicts that occur within the boundaries of the information field.
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MHpopMaLoHHas BOHA CYleCTBEHHO OT/JIMYAeTCs OT peajibHbIX BOEHHbIX KaMnaHuU. Cnenuduka
MHPOPMaLMOHHOU BOMHBI 3aK/I04aeTCs IPEX/ie BCEro B TOM, UYTO G0eBble AeHCTBUS IPOUCXOAAT B IJIOCKO-
CTU BUPTYyaJbHOIO NpocTpaHcTBa. C/lef0BaTe/NbHO, OUYTUTh NIPOUCXOASLIMe B MHPOPMALlMOHHOM IOJIe
NpoIecChl He NMPe0CTaBJIseTCSI BO3MOXKHBIM. B 6osblieil cTeneHy nHGOpMalMOHHbIe KAMIIAHUW HaMpaB-
JIeHbl Ha MCUXUKY 4YesJoBeKa. MaHUNY/JIATUBHbIE TEXHOJIOTUH, IPUMeHsieMble B X0/l UHGOPMAIUOHHBIX
KaMIIaHUH, JIMIIAIT YeJI0BeKa BO3MOXKHOCTH CO3HATEJbHO U PalluOHAJIbHO BOCIPUHUMATh HHPOPMALIUIO.
Kak npaBusio, MOpa/JbHBIA U 3TUYECKUN acleKkThbl, B X0Je peajusanud UHGOPMALMOHHOM KaMIaHUH,
He YYUTHIBAKOTCS.

B undopmanoHHoi BoitHe 0c060e BHUMaHUE Y/ieI1eTCsl TeEXHOJIOT UM BeleHus1 60pb6bI [1, c. 111].
[lepBble npreMbl BO3AeHCTBUS HA MacCOBOE CO3HAHUE ObLIM U3BECTHHI y3Ke B aHTUYHbIe BpeMeHa. Pa3BuTue
HMCTOYHHUKOB HHPOPMAL MU U CPeCTB KOMMYHUKAIMK CIOCO6CTBOBAJIO OSIBJEHUIO 60J1ee U30LPEHHBIX Me-
TOZOB BJUsAHUA. JlaHHasA TeHJeHLUs cGopMUpOBaa HOBbIM MJIACT, MPUTOAHBIN A/ U3YyYeHUs creluasIu-
CTaMH B 06J1aCTH MICUXOJIOTUH, MEHEPKMEHTA U 061leCTBEHHbIX HayK. Hanpumep, B koHle 1930-x rr. B CLIA
WHCTUTYT aHa/iM3a NponaraHjbl NpeACTaBUJI CeMb KJIACCUYECKUX NMPUEMOB BeJieHUss UHGOpPMalMOHHOMN
BOWHEI [2, c. 89]:

1. «[IpuKJIeBaHM e WJIK HaBeLIMBaHUe SIPJIBIKOB» (name calling). fpJibik npeacTaBisieT co60i 0cKop-
6UTe/IbHOE BBIpaXKEeHMe, Iopoyalliee TPOTUBHUKA. [IprieM HanpaBJieH Ha GOpMHUpOBaHHE HETATUBHOI'O OTHO-
IIeHUs 06111eCTBEHHOCTH K KAKOMY-/IM60 06'bEKTY C TOMOILBIO IPJIbIKA.

2. «Cusrouiye 060611eHUS» UK «OIUCTaTe/IbHAsA HeonpeeeHHOCTb» (glittering generality). Uaeu,
BbITO/JJHbIE [JIs1 KOHKPETHOrO CYyO'beKTa, IOOOUPYIOTCS 3a CYET CJIOB, HECYLUX MOJIOKUTENbHYI0 3MOLHO-
HaJIbHYIO COCTABJISIONLYIO: CBOGOAa», <MUP», «106e1a» U T.J.

3. «Ilepenoc» i «tpaHcdep» (transfer). To, YTO He npeACTaBIsIET ICTUHHON LIEHHOCTH HaBs3bIBA-
eTCsl 001eCTBY AOCTYIMHBIMU aCCOIIMAaTUBHBIMU CBA35IMU. Mcriosib3ysl JaHHBINA MeTO/, B 06PAaTHYIO CTOPOHY,
JIOCTUTAETCS IieJIb AUCKPEeAUTALNH.

4. «CcblIKa Ha aBTOPUTETBI», «CBU/IETEIBCTBA» UJIM «CBU/IETEJIbCTBOBaHKE» (testimonial). MaHumy-
JIITUBHOE BO3/eHCTBHE OCHOBBIBAETCS Ha OLlEHOYHBIX BbICKA3bIBAaHUSX JIMYHOCTEH, KOTOpPble UMEIOT B IJia-
3ax 0611eCTBEHHOCTH BBICOKUUM YPOBEHb I0BEPUS U YBAXKEHUS.

5. «CBoU pebsiTa» UJIH «Urpa B MpocToHapoJHOCTh» (plain folks). O6uiecTBeHHOE JOBEpHE TOCTHUTA-
eTcsl IoCpe/iICTBOM KOMMYHUKATOPA, COCTOSIEr0 B 06pa3e yes0BeKa, IPOoLIe/Iero Te e UCIbITaHUSs, UTO U
PAZ0BOM YJieH 001eCTBA.

6. «[lepeTacoBka» uaM «mojTacoBka KapT» (card stacking). [logaya nadopmMayUu NpoOUCXOJUT UC-
KJIIOUUTEJIBHO C TOUKH 3PEHUS, BBITOHOHN CyOBEKTY.

7. «061uMit BaroH», «o61as niaatdopma» uin «pyproH c opkectpom» (band wagon). Anesuisiius uH-
dopManuel c 0TChIIKON Ha 60JIbIIMHCTBO. Hanpumep, dppasa opaTopa MoxKeT HAYMHATHCS €O cJ10B: «Kaxk b1
CO3HATeJIbHbIN IPaXKAaHUH...».

OueBUJHO, YTO pa3BUTHe WHPOPMALMOHHO-KOMMYHHUKALMOHHBIX TEXHOJIOTHH CIOCOGCTBOBAIO
TpaHcpopManyu HHGOPMAIMOHHOTO NMPOCTPAHCTBA. I3MeHeHUs peTepnesy Bce 3JieMeHThl HHPOpManu-
OHHOMU cHcTeMbl. B 60JiblIel cTeneHU BJAMsIHME HA MHQOPMalMOHHO-KOMMYHUKAaTUBHbIE MPOLECChI 0Ka3aJ10
nosiBnenue UHTepHeTa. Kak cie/icTBUe, BceMupHas MHOPMaMOHHAsA KOMIIBIOTEPHAs CeTh BbIBeJIa HHQOP-
MalMOHHbIe BOMHBI HAa HOBBIM YPOBEHb, CTaB MOLIHBIM HHCTPYMEHTOM JJIsl peau3anii HHGOPMAaIMOHHBIX
arak. /laHHas TeH/|eHLMs HalllJla CBOe OTPaKeHHE B NMOJIMTHUYECKUX KOHQJIMKTAX, KOTOPbIE MPOUCKXOAAT
B I'paHHUIlaX “UHPOPMaIMOHHOTO 10J14 [ 3, c. 89].

[IpoBOKaL UK UK UCKYCCTBEHHOE MOOYK/AEHHEe K OTBETHOM peaKLUH YIa4uHO MOJX0UT AJIs1 BeeHUs
MHPOPMALMOHHOM BOMH. 3a/la4a COCTOUT B BbIBO/Ie MPOTHUBHUKA U3 yPAaBHOBELIEHHOTO MoJoXKeHus1. Heo6-
XOJIUMO JIOBECTH €ro 10 TAKOTO COCTOSIHMS, KOT/a MPUHSATHE UM pelleHUH 6yJleT NPOUCXoAUTh Gecco3Ha-
TeJIbHO U HepaLMOHaJIbHO. B mosmuTuke Takoil apdeKT AocTUraeTcs 3a cueT 6€30CHOBATENbHbBIX CKaH/AJIOB,
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06BUHeHUH, chanbcuPUIUPOBAHHBIX YOUNCTB U T.I. [loIcCTpeKaTeNbCTBO MOXKET UCXOAUTDb KaK U3BHE, TaK
U3HYTPU CUCTEMBIL.

CoBpeMeHHble MHPOpPMaLMOHHbIE BOMHbBI B KOHTEKCTE OJUTUKU 06J1a4al0T PSJOM OTJIMYUTEIbHBIX
XapaKTepUCTHUK.

Bo-nepBbIX, cerofjHs 0G'HEKTOM IieJieHanpaBJeHHOr0o UHGOPMALMOHHOTO BO3JeUCTBUS SIBJSAETCS
MOJIOEXKb [4, c. 483]. UHopMaLlMOHHBIE aTAKH OTHOCUTEJBHO MOJIOZON ayAUTOPHUU MPOUCXOAAT 4acTO U
HaMepeHHO. [loMTHYecKre aKTOPhl CTPEMSTCS BOCHUTATh MOJIOJOM 3JIeKTOpaT HeXeJd U3MEeHUThb UJei-
Hble YCTAaHOBKHU IpeACTaBUTesEl cTapilero mokoJsieHUus. OCHOBHbIM HHCTPYMEHTOM J[Jisl MaHUMYJISIUA
CO3HAaHHUEM MOJIOJOTO TOKOJIEHHS, KaK yKe OblI0O 0TMeYeHO paHee, sBjseTcsi UHTepHeT. B oTHomeHuun
MoJstoexxu 3G PeKTUBHO paboTaeT Nepesadya UHGOPMALIMU TOCPECTBOM COLIMAIbHBIX CETeH, BUIeOXOCTUH-
rOBBIX CAlTOB, MeCCEH/KepoB U T.I. OJHAKO CTOUT OTMETUTD, YTO K JIOOOGUPOBAHUIO MOJUTHYECKUX UAEH
NOCPeACTBOM UHTEPHET-IJIOA/0K, aKTYaJbHbIX [JIs1 MOJIOJEXH, B 60JIbLIIEN CTENIeHU CeroiHs NpuberaroT
npeJcCTaBUTEeNU ONNO3ULUM. [lelicTBYOIas BJIACTb B IV106a/IbHOW CeTH OTAAeT NpeAnodYTeHue opuLaib-
HBbIM CaliTaM, KOTOpble NIPeACTaBJISAIT MEHbUIMN UHTEPEC [1J1s1 HOBOTO MOKOJIEHHUS.

Bo-BTOpbIX, BUPTyaJibHOE IPOTHUBOOOPCTBO MEPEXOAUT B KMbGepIpocTpaHCcTBo [5, c. 112]. B HacTos-
llee BpeMs aTakaM NoJBepraeTcsl He TOJIbKO YeJIOBEK, HO U YCTPOUCTBAa KOMMYHUKaLMU. B 60Jb10l no/U-
THKe IepCOHabHbIe U KOHQUeHI[UATbHbIe JAHHbIE CETO/IHS IPEeACTAB/ISIOT 3HAYUTEbHYIO [eHHOCTbD. Xa-
Kepbl U IpaHKepbl, paboTallye Ha yCIeX ONpeeJeHHOr0 MOJUTHYECKOT0 aKTOpa MOTYT MOKYUIAThCI Ha
CUCTEMBbI CBSI3M, dJHEpPreTHYEeCKHe CTAHIUH, 00JIauHble XpPaHUJIHINA, OGAHKOBCKHe WHQOpPMAIMOHHbIE CH-
CTeMbl, IPeANPUATHUS TEJIEKOMMYHUKAIMOHHOM, a3pOKOCMHUYECKOH, SHepreTHUIECKOH, AZiepHOH, HedTeraso-
BOM M TPaHCIOPTHOM oTpac/iei, KOMIIAHUH, 3aHUMaloLIMecs pa3paboTKol KpunTorpaguieckux 1 HAaHOTeX-
HoJiorui, a Takxke CMU npoTUBHHUKA.

B paMkax KM6epnpoCcTpaHCTBa NPUMEHSIOTCS TEXHOJOIMY, OCHOBAaHHbIE HA KOMIbIOTEPHBIX BUPY-
cax, KubepaTakax, IIMMoHa)e, TPosiHaxX [6, ¢. 34].

KubepaTaku 6bIBaIOT CleAyOIUX BUAOB [7, C. 6]:

a) Distributed Denial of Service (DDoS) aTaku noipa3yMeBaroT Jl0Be/leHHEe CUCTEMBI /10 AGCOJIOTHOTO
O0TKa3a B paboTe NOCPeACTBOM MHOXeCTBa 3allpoCcoB. B kauecTBe npuMepa MOXXHO NIPUBECTH TEXHOJIOTHIO
Smurfing.

b) Remote to Local Attack (R2L) aTaka nofpasymeBaeT nojy4eHue yAaJeHHOTO JOCTyIa K KOMIIbIO-
Tepy HeaBTOPHU30BAaHHOTO M0JIb30BaTeJIs1. HanmpuMep, Ha sKpaHe UMUTHUPYETCS OKHO BBOJIA MapoJisi oCcpe/t-
CTBOM TPOSIHCKOTO KOHSI.

c) User to Root Attack (U2R) aTaka nospasyMeBaeT NnoJiydeHre MpaB aiMUHUCTPATOPA, UCTIOJIb3Ys
YSI3BUMOCTb CUCTEMBI IPU HAJUYUU YIYETHOHM 3alMCH y 3JIOYMbIIIJIEHHHUKA. B TakoM ciydae 6ydep MoxeT
OBITH MTePENOJIHEH, U POrpaMMa yKe He CIPaBJISIeTCs C IPOBEPKOU JAaHHBIX HA COOTBETCTBUE.

d) Probe aTaka npoucxoAUT 30HAUPOBAHUEM U IOJApa3yMeBaeT CKaHUPOBaHUe ceTH. [Ipoucxoaut
BbIsIBJIEHUE OTKPBITHIX IOPTOB U NOJy4eHHe JOCTYIa K KOHOUAeH|UalbHONU HHPOpMaLHH.

MHTepHeT-NPeCTYNIHUKU CEero/iHsl CTAHOBATCS MOJHONPABHBIMU YYaCTHUKAMM MOJUTUYECKHUX NPO-
neccoB. HauboJsiee M3BECTHBIMU XaKEPCKHMMM IpyNnUpoBKaMu sBjsA0Tcs Equation Group, Stuxnet, Flame,
Carbanak u Lurk. YyacTHuku Lurk pery/sipHo coBepliaiy Kpa)Ky KPyNHBIX CYMM CO CUeTOB KOMMep4YeCcKUX
OopraHu3alui, UCMoJb3ys JJ1s1 aTaK BpeJJOHOCHOEe TporpaMMHOe 0b6ecreyeHre?,

Ha caiite JlabopaTopuu Kacmnepckoro npezcTaBjeHO ONKMCaHHE CIIOCOGOB yIpaBJeHUs MOJUTHYE-
CKHM IIPOIeCCOM B MHTEPHET-NPOCTPaHCTBe. HampuMep, KOHTPOJIb peiBbIGOPHON KaMIIAHUU MOXKET OCY-
IeCTBJSTHCS NOCPEACTBOM CJAEAYIOIUX TEXHOJIOTHIA3:

- IOJIUTUYECKUH criaM;

- basbIIMBBIE OMPOCHI 06IECTBEHHOT'O MHEHHUS;

- TPeBOXXHbIE CUTHAJIBI.
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3 TexHoJIOTMH Npe/BbIGOPHOr0 06MaHa B KU6epIpoCTPaHCTBe. [D1eKTPOHHBIN pecypc: oQULHaNbHBIN CalT Mex-
JyHapoJHOM KoMnaHuu «JlabopaTopus Kacnepckoro»]. Pexxum foctyna:
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B-TpeTbux, coBpeMeHHble HHPOPMALMOHHblE KAMIIAHUU OTJIMYAITCS abCOIOTHBIM NpeHebpexe-
HHUEM MOpPaJIbHbIMU U 3TUYECKUMHU HOpMaMHU. LIMHU3M CTAaHOBUTCS OPUEHTHPOM NIpU NoAade MHPOpMalMoH-
Horo MaTepuaJja. CTpeMJieHUe 3aKpeNnUuThb NMOJUTHYECKOe JUAEPCTBO CTUPAET BCE IPaHHULLb] J03BOJIEHHOTO.
Hanpumep, koHdpoHTaLMs eBponelCcKUX CTpaH ¢ Poccuell ocyiecTBsieTcs NOCPeACTBOM PaJMKaJlbHbIX UH-
dopMannoHHBIX MTOBO/0B. Tak B [los1b11e 60pb6a C COBETCKUM MPOLLIBIM U JIOSIbHBIM OTHOLLIEHUEM K Poccuu
BeJlIeTCsl IOCPEICTBOM YHUUTOXKEHUS U OCKBepHEHUS MaMSATHUKOB reposiM Besinkoit OTeuecTBEHHON BOMHBI.
[TouTHKa JeKOMMYHU3AL WU Tpe/II0JIaraeT CHOC 00’ beKTOB KyJIbTYPHOTO HacaeUs, coAepKallux B cebe 0T-
CBLIKY K cOBeTCKOMYy mpoiiomy. [locos Poccuiickoit ®egepannu B Peciy6suke [Monbia Auapees C.B. oTme-
yaJi: «Ec/iM Ha3bIBaTh Bl CBOMMU UMEHaMHU, TO NPOTUB Poccuu uzieT ujeosiorndeckast ¥ iHGopMaLMoOHHas
BoMHa. U BaxkHeHIas1 cocTaBJsA0Iast 3TONH MHGOPMAIlMOHHON BOMHBI — BOMHA € Hallleld UICTOPUYEeCKOH aMs-
ThI0, BOWHA C POCCUHCKOMN UCTOpUEeM»l.

Eme 6oJiee yxacalollUM NPUMepOM SBJSAETCA [AesTeJbHOCTb TEPPOPUCTHYECKUX OpraHu3alui
B paMKax MHPOPMaLMOHHOT0 IPOCTPaHCTBa. PafiuKasbl JOHOCAT CBOU NOJUTHYECKHE UJIeU U PEJINTHO3HbIe
ybex/ieH1s [j0 BCEro MUPOBOTO CO00IIeCTBA OCPECTBOM PAaCOPOCTPAaHEHUS] BUIEOPOJIMKOB, COAEepKaILUX
cueHbl Hacuaus. JlaHHasag uHOpMallMOHHAas aTaka 3aKJ/l4yaeT B cebe MOLHOe NCUX0JIOTHUecKoe BO3Jei-
ctBue. Tak 3KCTpeMUCTHI U3 rpynnupoBku «HcaaMckoe rocyapcTBo» pacnpoCcTpaHUId BUieoMaTepUalbl,
coJieprKallye Mpolecc CoBeplIeHHs MacCOBOM Ka3HU CHPUHCKUX BOEHHOCAYXallKx2, Biiarofaps ciaxxeHHoH
paboTe cnelMabHbIX BEZJOMCTB, MOA06HbBIH KOHTEHT U3bIMaeTCsl U3 06I1ero A0CTya.

B-4eTBepThIX, COBpeMeHHble HHPOPMALMOHHbIE BOWHBI XapaKTepPU3YIOTCS MHOTOTPAaHHOCTbIO Ma-
HUNYJSITUBHBIX TexHosioruil. CeroHsa nHdopManus MoAAETC TAaKUM 06pa3oM, YTO He yAAeTcs OKOHYa-
TeJIbHO NMOHATH €€ CYyTh U UCTUHHOE NpeJHa3HadyeHue. [lonuTniyeckye JiesaTeau B Ipolecce HHPOpMaLMOH-
HOTO IMPOTUBOGOPCTBA YacTO NMpuberawT K nomouiy PR-cnenuaaucToB U MOJMUTHYECKUX KOHCYJIBTAHTOB.
JKcrnepThl B 06J1aCTH MOJUTHYECKON peKJaMbl, UMUKMENKHUHTIA, CIMYPAUTHUHra pa3pabaThiBalOT HOBbIE
C1oco6bl U IpUeMbl A1 3ddeKTUBHOTO MHPOPMAIIMOHHOTO Bo3/ieHcTBUA [8, . 59].

Copoc Ha yc/1yryu NOJIUTHYECKOT0 MeHePKMEHTa C1oCco6CTBOBA/ Pa3BUTUIO YACTHBIX KOMMepUYeCKUX
o6 beJUHEHUH 110 JaHHOMY HanpasJjeHuwo. Hanpumep, B CIIIA Ha6uparOT NONy/AsIPHOCTb TaK Ha3blBaeMble
«MO3roBble LeHTpbl». COTPYAHUKU MCCJIe0BATENbCKUX HMHCTUTYTOB U paJHOBELIATEIbHbIX KOMIIAHUN
Takux Kak: RAND Corparation, Centr for Strategie and International Studies, the New York Times, NBC 3aHu-
MarwTCcs TeHepaluel ujedl I/ pe3yJbTaTUBHOrO NMPUHATHSA pemieHuil [9, c. 59]. Kak M0XXHO 3aMeTHTh,
COBpeMeHHbIH aMepUKaHCKUH M0X0/1 K MaHUIYJIMPOBAHHUIO JleJIaeT CTaBKy Ha MeiMiHYy10 chepy. [lonutuye-
CKHe TEXHOJIOTH B 3HAaUUTEbHOMN CTEleHH UCIOJIb3YIOT peyeBble CTPATETNU U I3bIKOBOE MaHUIIYJIUPOBa-
Hue. Eciu ke rOBOPUTH 0 KOHKPETHOM CIOCOO€e YIpaB/JeHHUs] CO3HAHHUEM, TO aMepHUKaHCKHe TEXHOJIOTH
AKTHBHO MPUMEHSIOT IPUEM BHYLIEHHS CTPaxa epej; TeppopoM, KOTOPBIH 03BOJISIET CO3aTh IPHUBJIEKa-
TeJIbHBIN 00pa3 crencay6, pacliMpUTh UX chepy AeATeJbHOCTH U NMOBBICUTh YPOBEHb UX pUHAHCUPOBA-
Hud [10, c. 109].

B-nsATbIX, COBpeMeHHble HHPOpPMAaLMOHHbIE BOUHBI 06J1a/lal0T AUKTATOPCKMMU YepTaMu. ['ocyaap-
CTBa CTApPalOTCs MAaKCUMaJIbHO NOJAYUHUTD CBOEMY BJIUSHUIO 3HAYUTEJIbHOE KOJUYECTBO CYO'bEKTOB IOJIU-
TUKH [OCPEJCTBOM arpeccMBHON MHGOpPMalnMOHHOM MoUTUKY. [lofaya nosuTuyeckot nHdopmanuu B ra-
3eTax OCYLIeCTBJISIETCS C IOMOIIbI0 KpUYall[UX 3ar'0JI0BKOB.

B-1mecThIX, cerofiHst UHPOpPMaIMOHHbIEe ATaKU HOCSAT CUCTEMAaTHYECKUH U 6ecriepebOMHbBIN XapaKTep.
Peakuus noJiIMTUYECKHX aKTOPOB Ha IEHCTBUS IPYT APyra MOJHHUEHOCHA.

B-ceibMbIX, CErofiHsI HeT YETKOr0 MOHMMAaHHUs TOTO KaKUM 06pa3oM GUIbTPOBATh MHPOPMAIUOH-
HbIM KOHTeHT. CyLHOCTb M Ha/Juuue WHPOPMALUOHHBIX KOHQJIUKTOB OBIBAIOT CKPBITBIMU JJ1 IPOCTOrO
obbiBaresisd. baarogapsa yme o nojade noautudeckod mHpopmanuu CMHU, yesoBek MOKET HEOCO3HAHHO
OBITh MOJTHOIEHHBIM YYaCTHUKOM KOH(JIMKTA U 10 KOHI[A He TOHUMAThb CYTH NMPOUCXOASIIETO.

Ha ocHoBaHMM BbllleNepevyMCJeHHOro cjeyeT 3aK/J4YUTh, YTO Ha CeroJHALIHUHN JeHb JUHaMHUKa
MHG(OPMaLOHHOT0 NIPOTUBOOOPCTBA ONpe/iesisieTCsl pa3BUTHEM MHYOPMALlMOHHO-KOMMYHHUKallMOHHBIX TEXHO-
JIoTH#. BpeMeHHOH NpOMeXyTOK Mexy UHPOPMaLlMOHHBIMUY aTaKaM{ COKPATHJICS, YTO NPUBEJIO K YBeJIU-
YyeHHI0 UHQOpPMaLMOHHBIX HallafieHUH. B HacTodee BpeMa UHTepHeT SIB/IseTCA OCHOBHOW MJIOLIAJKOM

1 Jlospwia He »ajeeT CUJ B BOHHE C COBETCKMM MNpOLLIBIM. [JJIEKTPOHHBIH pecypc]. Pexum poctyna:
https://www.vesti.ru/doc.html?id=2738887 (/laTa o6pamenus: 18.05.2024).

2 boeBuku UT omy6MKOBaIU BU/IEO )KECTOKOU pacnpaBbl HaJl CHPUICKUMU BOEHHBIMU. [JJIeKTPOHHBIN pecypc].
Pexxum foctyna: https://www.ntv.ru/novosti/1263738/ (Jata o6paienus: 18.05.2024).
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¥ UHCTPYMEHTOM /I MaHUIyJIMPOBaHHUsl, THGOPMAIlMIOHHOE MPOTHBOOOPCTBO MEPEXOJUT B KUOEPIPO-
CTpaHCTBO. 3MeHeHHe CO3HaHUs OCPEACTBOM HHPOPMALIMOHHBIX COOOIIEHUH J0CTUTAaeTCs 6€3 y4eTa 3TH-
YeCKHUX U MOPAJIbHBIX HOPM.

EZMHOTO M CHCTEMHOI0 NMOAX0/1A 10 CHMKEHHUIO BJIUSHUS HHGOPMAIMOHHBIX BOWH Ha JJaHHBIA MO-
MEHT He cylecTByeT. [louTH4eckre nHGOPMaIMOHHbIE aTAKU JOCTATOYHO arpeCcCUBHBI M PACPOCTPAHSIOT
CBOE BJIMSIHHE Ha Bce cdepbl 0011[eCTBEHHOH KU3HU. TakUM 06pa3oM, OT paCCTAHOBKU CUJ B UHGOPMaIMOH-
HOM MPOCTPAHCTBE 3aBUCUT UCXO/I, IOJIUTUYECKOH JiessTeIbHOCTH. Heo6X0iMMO OCHOBATEIbHO U3y4YaTh 0CO-
OEHHOCTH MHPOPMALIMOHHBIX BOMH KaK IBJIEHHE U Pa3paboTaTb CUCTEMHBIH MOAX0/] 10 MUHUMU3AI[UHU BJIU-
SIHUS IeCTPYKTUBHBIX MPOIECCOB Ha BCe Chephl XKU3HM.
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