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AHHOMayus

BBegeHue. CTaThsl NOCBsIIeHa aKTyaJIbHBIM BOIIPOCcaM oGecredeHHss ”HPOPMaLMOHHON 6e301aCHOCTH
B roccekrtope. [IpoBoauTcs aHanmu3 KUGepyrpos, KOTOpble MOTYT GbITh peaju30BaHbl B TOCCEKTODE.
AHanm3upyeTcs 3alUTa IepCOHAIbHBIX JJAHHBIX B L[€JIOM.

Hens. [[poaHaM3upoBaTh KJIOYEBbIE PUCKHU B KOHTEKCTe UPPOBOH TpaHCcHOPMAIMHU IrOCyIpaBIeHHUs
B 06J1aCTH MHGOPMAIMOHHON 6€30MacCHOCTH, OIUPAsACh HA CTATUCTUYECKHE JAaHHbIE U SMIHUPHUYECKHE
MOKa3aTeJy, a TAKXKe ONPeeJIUTh IMYTH MPeo/I0JIeHUS.

Marepuasibl U MeTOABI. MeTOI0JIOTUYECKY0 OCHOBY HCC/IeIOBAHUS COCTABJSIOT METO/J, HAy4YHOH ab-
CTPaKI1K, aHaJIN3 HOPMATUBHBIX JJIOKYMEHTOB U CTAH/IAPTOB, CUCTEMHBIN aHA/IN3, CDABHUTEJIbHBIHN aHa-
JIN3 CTAaTUCTHYECKHUX JAHHbIX, METOJA TPEHAOBOI'O aHaJ/IN34a, a TAKXKe MeTO/] 3KCIIEPTHbIX 3aKJII0YEeHHU .
Pe3syabTaThl. B X04€ ucciejoBaHus Oblyia IpoaHaJIU3MpOBaHa HOPMAaTHBHO-IIpaBoBas 6a3a obecneye-
HUSI HTHQOPMAaIMOHHOW 6e30nmacHoCTH B 1esioM. Oco60e BHUMaHUe Y/leJIeHO CUCTEMaM 3JIEKTPOHHOTO
JIOKYMeHT0060pOTa KaK HHCTPYMEHTY CTPATEerudecKoro HarmpasJieHus [UPPOBOH TpaHCcHOpMaLKH roc-
yAApCTBEHHOTO ylpasJjeHusd. OnpesesieHo, 4YTO JaHHbIe CUCTEMBI SABJIATCA OAHOBPEMEHHO rocyaap-
CTBEHHbIMU WH()OPMALMOHHBIMU CUCTEMAMU U WHPOPMALMOHHBIMU CUCTEMaMHU MepPCOHAIbHBIX JaH-
HbIX. [[pUBOANTCA KPAaTKUH aJrOPUTM obecriedyeHrst THGOPMALMOHHON 6€30MacHOCTH B JAHHOM CJIy4ae
B KOHTEKCTe BBIIIOJHEHHs Mep NprKa3oB PesiepabHOM CIIyKObI 10 TEXHUYECKOMY U 3KCIIOPTHOMY KOH-
TPOJIKO AJid TOCyAapCTBEHHbIX I/IH(l)OpMaLU/IOHHbIX CUCTEM H I/IH(l)OpMaLlI/IOHHbIX CUCTEM ITepCOHaJIbHbIX
JlaHHBIX. [[pUBOAMTCS CTaTUCTHKA KMOepaTaK Ha OpraHbl roCyJapCTBEHHOM BaacTH Poccuu 3a mocsieiHYe
roanbl. AHaI[I/I3I/Ipy}OTCH OCHOBHbI€ TpeH/bI AeATEeJbHOCTHU 3JIOYMbIIIJIEHHUKOB U ME€TO/|bl 60pb6bl C HUMMU.
BeIBOABIL. ['oCcylapCTBEHHbIE yUpeXK/JeHHUsl OCTAlTCA NPUOPUTETHON MUILEHBIO JJIS 3JI0yMBbILIJIEHHU-
KOB, HECMOTPSI HA Pa3BUTHE 3alIUTHBIX MEXaHU3MOB. Ba’KHO BbIIEJIUTH HEOOXO0JUMbIEe MEPHI MO YKpeI-
JIEHU10 MHPOPMaLMOHHOH 6e30MacHOCTH: KOMIJIEKCHAs! peasin3alus TpeGoBaHul peryasatopos (Dene-
pasibHas cay»6a Mo TeXHUYECKOMY U 3KCIIOPTHOMY KOHTpoJito, PejiepasibHast ciyxba 6€301acCHOCTH),
BHeJIpeHUE COBPEMEHHBIX TEXHHUYECKHX CPEJCTB 3allUThl HHOOpPMAIUK, MOBbIIIEHHE KBAaJIUPUKALUU
rocy/JapCTBEHHBIX CIYKALUX B 06J1aCTH UHPOPMAIIMOHHON 6€30acHOCTH, TOCTOSTHHBI MOHUTOPUHT U
dAKTya/IM3allud CUCTEM 3allWUThl, pa3BUTHE O0T€YE€CTBEHHbIX TEeXHOJIOTHH KI/I6ep6e30HaCHOCTI/I. Hepcne}c-
THUBHbI€ HallpaBJIEHUA PA3BUTHUA BKJIIIOYAKOT: UHTErpaud HCKYCCTBEHHOI'O MHTEJIJIEKTA B CUCTEMbI 3a-
[IUTHI, PA3BUTHE TEXHOJIOTHH TPEJUKTUBHOM aHAJIUTUKU YTPO3, COBEPIIEHCTBOBAHUE MEXaHU3MOB pPaH-
Hero oOHapy)KeHHUsl aTaK, yKpelJleHHe HOPMaTHBHO-NPAaBOBOW 6a3bl B chepe MHGOPOPMAIMOHHOU
6e3omnacHocTU. TakuM 06pa3oM, HECMOTPS Ha AOCTUTHYThble yCllexy B LUPPOBU3ALMU TOCY[apCTBEH-
HOTO yNpaBJieHUus, TpeOGyeTcs MPOJo/KEHUE CUCTEMHONW paboThl MO YKPEIJIEHUI0 UHOOPMAIMOHHOM
6e3onacHocTi. Oco60e BHUMaHUe C/eyeT YAEeAUTh Pa3BUTHIO OTEYeCTBEHHBIX TEXHOJOTUYECKUX pe-
IIEHWH U TTOBBIIIEHUI0 KOMIIETEHTHOCTHU InepcoHaJsia B obs1acTH 3alUThI I/IHq)OpMaL[I/II/I.
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Abstract
Introduction. The article is devoted to topical issues of information security in the public sector. An analysis
of cyber threats that can be implemented in the public sector is being conducted. The protection of personal
data in general is analyzed.
Purpose. Analyze the key risks in the context of the digital transformation of public administration in
the field of information security, based on statistical data and empirical indicators, and identify ways to
overcome them.
Materials and methods. The methodological basis of the research consists of the method of scientific
abstraction, the analysis of normative documents and standards, system analysis, comparative analysis of
statistical data, the method of trend analysis, as well as the method of expert opinions.
Results. The study analyzed the regulatory framework for information security in general. Special atten-
tion is paid to electronic document management systems as a tool for the strategic direction of digital
transformation of public administration. It is determined that these systems are both state information
systems and personal data information systems. A brief algorithm for ensuring information security in
this case is given in the context of the implementation of measures ordered by the Federal Service for
Technical and Export Control for government information systems and personal data information sys-
tems. The statistics of cyber attacks on Russian government authorities in recent years are given.
The main trends in the activities of intruders and methods of combating them are analyzed.
Conclusions. Government institutions remain a high-priority target for intruders, despite the develop-
ment of protective mechanisms. It is important to highlight the necessary measures to strengthen infor-
mation security: comprehensive implementation of regulatory requirements (Federal Service for Tech-
nical and Export Control, Federal Security Service), introduction of modern technical means of
information protection, advanced training of government officials in the field of information security, con-
stant monitoring and updating of protection systems, development of domestic cybersecurity technologies.
Promising areas of development include: the integration of artificial intelligence into security systems, the
development of predictive threat analytics technologies, the improvement of attack early detection mecha-
nisms, and the strengthening of the regulatory framework in the field of information security. Thus, despite
the successes achieved in the digitalization of public administration, continued systematic work is required
to strengthen information security. Special attention should be paid to the development of domestic tech-
nological solutions and improving the competence of personnel in the field of information security.
Keywords: digital transformation, government information systems, personal data information systems,
electronic document management systems, cyber attacks, cyber threats, vulnerabilities, information security
For citation: Perova M. V., Nikonenko N. D., Prokopenko M. V. Modern information security risks in the context of
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BBeaenue

CoBpeMeHHBIH 3Tall COLUATBbHO-3KOHOMUYECKOr0 Pa3BUTHS XapaKTepU3yeTcs MacliTabHo! 1udpo-
BU3alLMell Bcex cdep 061lecTBeHHOM »U3HU. COrJIacCHO AaHHbIM MeXJyHapoJHOr0 CO3a 3JIEKTPOCBA3U
(ITU),x 2024 r. 6os1ee 68 % HacesieHUsI MUPAa UMEIOT JOCTYI K UHTEPHETY, UYTO CO3aéT 06'beKTUBHbIE IPeJ-
MOCBUIKU JiJ1 TpaHcopMald MeXaHU3MOB roCcyJapCTBEHHOr0 yrpaBjeHust. B Poccuy, coryiacHo JaHHBIM,
Mpe/iCTaBJIeHHbIM B €KErOJJHOM aHAJIUTUYECKOM 0TYeT «Besias kHura nuppoBoit 3IKOHOMUKU-2024» Ha mop-
Tasie «[ocycayru» 3apeructprupoBanbl 129,9 muiH rpaxaH (4to B 1,7 pas 6o.blie, 4eM B 2019 1.). B koHTeKcTe
nrdposoi TpaHchopManuu GopMUpyeTCcsa KOHLENLUSA 3JIEKTPOHHOTO TOCyAapcTBa (e-government) - Mozesiu
yIpaBJieHus], rje LUPPOBble TEXHOJOTHU BBICTYNAIOT OCHOBHBIM MHCTPYMEHTOM MPU peasru3alvuy BJIaCT-
HbIX TIOJTHOMOYHUM; obecrieyeHUH 3QPEKTUBHON KOMMYHUKALIMHU C TPaXKJAaHaMH; 06pabOTKU, XpaHEHUS U
nepejaydu JaHHbBIX. JJaHHBIMA NpoLecc NpeAcTaBaseT cO60M KOMIJIEKCHOE SIBJEHUE, COe[JUHSA0ILee IPaBo-
Bble, OpTaHU3aLMOHHbIE U TEXHOJOTUYECKHE OCHOBBI TOCYJapCTBEHHOH AiesTeabHOCTHU. LludpoBas TpaHc-
dbopManus rocyJapcTBEHHOTO YIIpaBJeHUs BJAUSIET Ha BCe MPOLeCChl FOCyAapcTBa, O3TOMY TPeOyeT IJ1y-
60KOro Hay4HOro 060CHOBAaHUS U aHaJIU3a, HallpuMep, B [1] paccMaTpuBarTCs Bonpockl TpaHchopManuu
B 00J1aCTH JOKyMeHTo0o60poTa. OfHaKo, yeM GoJiblle HUPPOBLIX pellleHUH, TeM 60JIblile BHUMaHUs HE06-
XOJIMMO y/1eJIATh o6ecredeHH0 THGOPMAllMOHHONW 6e30aCHOCTH U 3aljuTe HHGOPMaLMHU B LieJI0M.

3amMeTuM, UTO NpH ONMy6JIUKOBAaHUM HAy4YHBIX CTaTel no nudpoBbIM pelleHUsaM (UX pa3paboTke U a-
ropuTMaM) TpebyeTcs o1y4yaTh 3aK/II0YEeHUE 3KCIIOPTHOIO KOHTPOJISL O TOM, UTO TaM HeT KPUTUYECKU BaXK-
HOM nHpopMaruu. BonpocaM 3auuTsl HHGOPMaLUH TOCBAIEHbBI Pab0ThI [2, 3], B KOTOPBIX pacCMaTPUBAIOTCS
BOIPOCHI TEXHUYECKOH 3alUThl THOOPMAIMH, a TaKXKe JaHHbIe, KOTOpbIe IBJIAITCI HauboJiee KelaeMbIMU
JUIS1 3JIOYMbILLJIEHHUKOB. [Ipy peasin3aliiv HallMOHAbHOTO IPOEKTa « JKOHOMUKA JJaHHbIX U LUpOBasi TpaHC-
dbopmarus rocyapcTa» 0HON U3 6a30BbIX TEXHOJIOTHUHN SBJISAETCA TEXHOJOTUS 60/bIIMX JAHHBIX U BO3HU-
KalOT 0COGEHHOCTH IPU 06ecriedeHuH 6e30MacHOCTH JJaHHbIX. 0cO6eHHOCTH o06ecredyeHuss HHPOpMaIMOHHON
6e30MacHOCTH NP paboTe ¢ 60JbLUIMMU JAaHHBIMU PAacCMOTPEHBI B UcCIeloBaHUU [4]. 3amMeTuM, 4yTO 6a30-
BbIMU LU PPOBBIMU pellIeHUSIMU B TOCCEKTOPE SIBJASIOTCS FOCyAapCTBeHHbIe UHPOPMAaLlMOHHBIE CUCTEMBI, KO-
TOpBIe COrJIaCHO HOPMaTUBHO-TNPABOBbIM aKTaM pa3pabaThiBalTcs Ha iaTdopmMe I'ocTex, KOMIOHEHTHI aT-
TecToBaHbl PeflepasbHON CIYKO0M 110 TEXHUYECKOMY U 3KCIIOPTHOMY KOHTpoJIto U PesiepasbHOM ciiyc60i
6e3omnacHocTH (mo/po6Hee o muatdopme I'ocTex [5, 6]), yxxke npesacTaBaeHa AopoxHas kapta ['ocTex 2.0.
B rocyzapcTBeHHOM cekTOpe 0c060e BHHMaHKe y/ie/I1eTCs U 3alUTe ePCOHANIbHBIX JaHHBIX, IOCKOJIBKY [OC-
yAapCTBeHHbIE UHPOPMAIMOHHBIE CUCTEMBI B GOJIBIIMHCTBE C/y4aeB SIBJSAIOTCI MHGOPMAIMOHHBIMU CHUCTE-
MaMU NepCOHAJIbHBIX JJaHHBIX. U 3/lecb BO3HUKAIOT 0CO6EHHOCTH MO OpraHu3alyy 3amuTel. Kpome Toro, oT-
JleJIbHO PeryJIMPYOTCs NEPCOHA/IbHBIE JaHHbIe FOCYAapCTBEHHBIX IPAXKIaHCKUX CIYKaLUX U MyHULIUIATbHbIX
CJIYXKALIMX, 2 BeIeHHEe UX JIMYHBIX JieJ1 pEeryINpYeTCs 0JJHUM HOPMaTHBHO-NIPABOBBLIM JIOKYyMEHTOM.

MaTepuaJibl U METOABI

[Ipy npoBeieHUH UCCIel0BaHUS IPUMEHSJINCh: METO/, Hay4HOUM abCTpaKLUY, aHa/IM3 HOPMAaTUBHbBIX
JIOKYMEHTOB U CTaHAAPTOB, CHCTEMHbBIN aHa/IN3, CPABHUTEIBHBINA aHAJIN3 CTATUCTUYECKUX JAHHBIX, METO/,
TPeH/0BOr0 aHa/IM3a, @ TAKXKe MeTO/] IKCIIePTHBIX 3aKJ04eHHH. [JlaHHasA paboTa OCHOBBIBAETCS Ha CUCTe-
MaTu3aluy, aHa/lM3e U ONUPAeTCsl Ha MOHATUMHBIN annapar, TaKUX KaTeropui, kak nuudponas TpaHchopMa-
1Y, FOCYJapCTBEHHOE Y MyHULIUIIATIbHOE YIIpaBJieHue, tHOopMalMoHHasi 6e30MacHOCTb, 6€30MacHOCTb roc-
yAapCTBEHHBIX MHPOPMAIMOHHBIX CUCTEM M UHPOPMALIMOHHBIX CUCTEM NePCOHANTBHBIX JAaHHBIX. B paMkax
YCC/leIoBaHUs IPOBe/leH aHaIU3 IPpUMeHeHHUs IMGPOBBIX TEXHOJIOTUH B rOCyJapCTBEHHOM U MYHULIUNA/b-
HOM yIpaBJIeHUH, UCCJIeJ0BaHUS [OCYJapCTBEHHOM MOJUTUKU B 06/1aCTH MUHPOPMALMOHHON 6€30MacCHOCTH,
a Takxe obecrneyeHus1 6e30MacCHOCTH roCyJapCTBEHHBIX MHPOPMAIMOHHBIX CUCTEM U HHPOPMALIMOHHBIX CH-
CTeM MepCOHANBHBIX JJAHHBIX.

Pe3ysibTaThl

CorsiacHO aHa/IMTHUYECKUM MaTepuasiaM noptasa TAdviser (2024), 31eKTpOHHOE rocyapCcTBO Npej-
CTaBJIsIeT CO60M HHTETPUPOBAHHYIO CUCTEMY, 00'be/IMHSIOLIYIO OPTaHbl BJIACTH Pa3HbIX YPOBHEH B €JHUHOM
nudpoBoM KoHType2. KitoueBoil mpU3HaK - obecrieueHre B3aUMOJeUCTBUS YIaCTHUKOB Yepe3 JOBEepeH-
Hble CEepBUCHI C rapaHTHPOBAHHOU WOpUAUYECKON 3HaYuMMoOCTblo. B Poccuiickoit ®enepanuu AaHHas

1 MexxayHapoAHbli coro3 asiekTpocBsasu (ITU). UamepeHnue niudpoBoro pasButus: pakThl U udpbl 2024 [1eKTpoH-
HbIH pecypc]. - URL: https://www.itu.int/hub/publication/d-ind-ict mdd-2024-4 /?utm_source=Securitylab.ru (naTta
ob6parenus: 17.10.2025).

2 TAdviser. lludppoBuzsanus roccekropa 2024: 0630p [d1ekTpoHHBIN pecypc]. - URL:
https://www.tadviser.ru/index.php/Cratbs:lludppoBusanus_roccekropa_2024 (marta o6pamenus: 17.10.2025).
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KOHIIeMLMs peasiu3yeTcs B paMKax HallMOHaJIbHbIX IPOEKTOB «JKOHOMUKA JJaHHbIX U 1udpoBas TpaHcdop-
Malus TocyAapcTBax» (Jajiee - «JKOHOMHUKA JaHHBIX»), «LludpoBoe rocyapcTBeHHOe ypaByieHue». [lo gaH-
HbIM MuHiudpsl PO (2024)1, nokazaTesu [UPPOBU3ALUN TOCYCAYT AEMOHCTPUPYIOT YCTONYMBBINA POCT:
95 % - fosa rpaxJaH, MMeLMX AOCTYII K nopTaiy «['ocycnyru»; 87 % — NpoLeHT YCayT, AOCTYIHBIX B 3J1€K-
TpoHHOM popmaTe; 78 % - ypoBeHb YA0BJIETBOPEHHOCTH M0JIb30BaTeseN IUPPOBBIMU CEPBHUCAMMU.

OAHUM U3 LeHTPaJbHbIX UHQPACTPYKTYPHBIX NPOEKTOB I[UPPOBHU3ALNU FOCYAAPCTBEHHOTO YIIpaB-
JIeHUsl SIBJISIETCS CUCTeMa MeXBeJOMCTBEHHOTO 3JIeKTPOHHOro B3auMmogelctBusa (CM3B)2. B HacTosuiee
BpeMs1 OHA 3BOJIIOLIMOHUPOBAJa B NMOJHOLEHHYIO 9KOCUCTEMY, 00'beIUHSIIOLIYI0 Pa3HOOOPa3Hble IPOEKThI
Y porpaMMHble pelieHus. CoBpemMeHHass CMIB4 BbIXOAUT 32 paMKU IPOCTOr0 UHGOPMAIIMOHHOI'0 0GMeHa:
OHa IpefoCTaBJ/seT y4aCTHUKAM B3aWMOJeNCTBUS MHCTPYMEHTBI CaMOOOCIYKHBAaHUA U LAET BO3MOX-
HOCTb 3pPeKTUBHO YIpaB/ATh NIPOLecCaMy MeXBeJJOMCTBEHHOI'O0 B3aMMO/IeCTBUS HA OCHOBE TEXHOJIO-
MU BUTPHH JAHHBIX, a TakXe peanusoBbiBaTh HCY/l, 4To mo3BoJIsIeT 06ecrneduBaTh He TOJbKO KayeCcTBO
rocyapCTBEHHbIX JAHHBIX, HO U UX 6€30MaCHOCTb.

PocToBcKast 06/1aCTh 3aHUMaET JIUAUPYIOLLee N0JI0KeHHe cpelid cy6beKToB Poccuiickoilt Pefepanuy,
HCIOJIb3YIOIMX OTedyecTBeHHble chucTeMbl CI/] B KpyNHbIX MaciiTabax. PeruoH akTHBHO peasu3yeT OJHO
13 KJII0YeBbIX CTpAaTernyeCcKUX HalpaBeHUuH — obecriedeHre TeXHOJI0THYeCKO He3aBUCUMOCTH B 06J1aCTH
nudpoBU3aLUY JOKYMEHTO060POTa OPraHOB BJACTU U MECTHOTO caMOyNpaBJyieHUs. MexxBeJOMCTBEHHas
CUCTeMa 3JIEKTPOHHOIO JJOKyMeHT0060pOoTa U J1eJI0Npor3BOACTBA POCTOBCKOM 06/1aCcTU peasu3oBaHa Ha
0a3e oTeueCTBEHHOI'0 KOMILIEKCHOTO peweHus — C3/] «Jeso» komnanuu I0C. [lepBble aBTOMAaTU3UPOBaH-
Hble paboure MecTa (APM) noJsib3oBaTesiell cHCTeMbI MOSABUINCH B pervoHe B 2006 rozay, a cerogus C3/1
0XBaTbIBaeT BCe perUOHa/bHbIE OPTaHbl BJACTU, MYHUIIMIIA/JbHble a[MUHUCTPALUHN U I0/1BEJOMCTBEHHbIE
VM CTPYKTYpBI, B TOM YHCJIe AeTCKUe Cafibl, LIKOJIbI, MEJULIUHCKUE YIPEXAeHNA3.

OcHOBY OnTUMHU3ALUU IUPPOBOTO B3aUMO/I€MCTBHUS COCTABJISAIOT COBpeMEHHbIE CHCTEMbI 3J1EKTPOH-
HOro JokKyMeHToo6opoTa (3/10), obecneunBamIle PUJAYECKH 3HAYUMYIO0 PErUCTPaLUI0 JOKYMEHTOB;
KOHTPOJIMpYEMOe IBMXKEHUE JaHHbIX; J0Jr0OBpeMeHHOe XpaHeHe HHPOpMal1H.

B pamkax peasu3aiuu CTpaTerdyuecKUx HamnpaBJeHUH B 06/1acTH LHUPPOBOH TpaHCHOpPMALIUHU TOCY-
JlapCTBEHHOI'0 yIpaBJ/ieHus, 0603HaYeHHbIX B Pacnopsiokenuu [IpaButenbctBa PO ot 16 mapta 2024 1.
Ne637-p mepexoJ;, Ha 3/IEKTPOHHBbIH JOKYMEHTOOOGOPOT OPraHOB MeCTHOIO CaMOYIpaBJieHus, rocyaap-
CTBEHHBIX U MYHUIIMNAJbHBIX YYpeXAeHUH Ao/pKeH cocTaBaaThk A0 100 npouneHToB K 2030 roay; Takxe
JI0OJDKHO OBITh 06ecrieyeHo GOpMUPOBAHNE eJUHOTO NHPOPMALIMOHHOI'0 POCTPAHCTBA B 06J1aCTH BHY TPU-
BEeJJOMCTBEHHOI'0 U MeXXBEeJJOMCTBEHHOT0 3/IEKTPOHHOI'0 B3aUMO/IeCTBHS OPraHOB roCylapCTBEHHOH BJa-
ctu Poccuiickoit @ejiepaliiy, opraHoB rocy/JapCTBEHHON BJIACTH Cy6beKTOB Poccuiickoit ®emepanuu®.
B 2022 rony 6611 3anmyiuieH npoekT ['oc3/l0 (rocyiapcTBeHHBIN 3JIEKTPOHHBIN JJOKYMEHTO060POT) — UHU-
[JMaTHBA 10 CO3JAaHUI0 eJUHOT0 MHPOPMALMOHHOT0 NPOCTPAHCTBA /1JIs1 3JIeKTPOHHOTI'0 IOKYMEHT0060pOoTa
B roccekTope. B suBape 2024 rosa 06'bsIBJIEHO O MAacIITaGHOM pPaclIMPEeHHUH CHCTEMbI: BCe POCCUHCKH e TTpa-
BUTEJIbCTBEHHbIE BeIOMCTBA 6y yT uHTerpupoBaHsl B 'oc3/10. Llesb - 06ecnednTh «IPO3pavHyIo U 0Be-
pPEHHYI0 KOMMyHHUKaIMI0» B FOCY/1apCTBEHHOM JJOKYMEHTO06GO0POTE.

Ananusupysa otanuue ['oc3/I0 oT mpexHel CUCTEMBI 3JEKTPOHHOrO JoKyMeHTooGopoTa (C3/),
MO>KHO BBIZIEJIUTD cieaytouive acnekTol. HoBas niaTdopMa BKIOYAET [Ba NPUHIMIINAIBHBIX yCOBEpLIEH-
CTBOBaHUsI: paboTa ¢ MAIIMHOYUTAEMBIMH JOKYMEHTAMH, YTO JAET BO3MOXKHOCTb OTCJIEXUBATDH HCTOPUIO
corJlacoBaHusl, GUKCHPOBATHL HCIOJHUTENEeN Ha KaK/JOM 3Tale, 06ecrnedyrMBaTb CKBO3HYIO MOAJEPKKY
3JIEKTPOHHBIX NMoJNucel. BaXKHO OTMeTHUTb, UTO MeXaHU3M rapaHTHUpPYeT NOAJUHHOCTb U ayTeHTUYHOCTh

1 MuHHCTEPCTBO M POBOT0O pa3BUTHS, CBSI3U M MAaCCOBBIX KOMMYHHUKaLui Poccuiickoit ®enepanuu. Lludpposusanus
TOCYCJIYT — TOCYIapCTBO AJ1sl rpakaaH [JneKTpoHHbIN pecypc]. — URL: https://digital.gov.ru/uploaded/files/0-
chernyishenko_0zg50E2.pdfiHdpacTpyKTypa 371eKTPOHHOTO IPaBUTEIbCTBA.
https://digital.gov.ru/activity/czifrovizacziya-gosudarstva/infrastruktura-elektronnogo-pravitelstva (zaTa o6paenus:
17.10.2025).

2 MuHHCTepcTBO IMPPOBOT0 Pa3BUTHS, CBA3U U MACCOBbIX KOMMYHMKauui Poccuiickoit ®epepanuu. UHdpacTpyk-
Typa 3JIEKTPOHHOTO MPaBUTEbCTBA [J1eKTpoHHBIN pecypc]. — URL: https://www.cnews.ru/news/top/2024-08-
22_v_rostove_k_rossijskoj_sisteme (maTa o6pamenus: 17.10.2025).

3 CNews. B PocToBe k poccuiickoit C3/] «/lesio» MogK/II04UIU 6oJiee 4,7 ThICAY OpraHU3aLUi [J1eKTPOHHBIN pecypc].
- URL: https://www.cnews.ru/news/top/2024-08-22_v_rostove_k_rossijskoj_sisteme (maTa oopamenus: 17.10.2025).
4 OdunmasbHBIN HHTEpHET-IOPTaJ1 IpaBoBoM HHPopManuu. O cTpaTernyecKoM HanpaBJeHUH B 061acTy [udpoBoi
TpaHcpopMalUU rocyapCTBEHHOTO yIIpaBJieHus : pacnopsikeHue [IpaBurtenbctBa PO ot 16 mapTa 2024 r. Ne 1305-p
[9nekTponHbIi pecypc]. - URL: https://docs.cntd.ru/document/1305259154 (naTta o6pamenus: 17.10.2025).
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nepecellaeMbIX JOKYMeHTOB. BTopoi acniekT - 'oc3/]0 KOHTpo/iMpyeT nepefady U UCIIOJIHEHHE IUPPOBBIX
NOpPYY€eHUH, YTO MOBBIIIAET PO3PaYHOCTh NPOLECCOB.

[TosHOe oAKII0YeHKe BceX dpeJiepabHbIX OPraHOB UCIOJHUTENBHON BJIACTH, TOAYUHEHHBIX TPaBU-
TeJIbCTRY, K I1atdopme 'ocd /|0 3amianupoBaHo Ha 2025 roal.

BakHO OTMETHUTD ellle OAWH KJIO4YeBOU acrekT BHeApeHUH C3/] - obecreyeHre LIUPPOBOro cyBepe-
HUTeTa Kak ¢akTopa HHPOpMaLMOHHOMN 6e30MacHOCTH. [JeHCTBUTENbHO UCI0JIb30BaHNE 0Te4eCTBEHHbBIX
C3/-nsiaTdopM; pasMellleHHe JAaHHBIX B HAIMOHAIBHBIX leHTpax o6padoTku (1[O/); cobsroaeHue Tpebo-
BaHUI 3aKOHO/ATENbCTBA O 3alUTe HHPOpPMaALMK HECOMHEHHO OTpa)kaeT TeH/IeHIIUIO NTepexo/ia K TeXHO-
JIOTUYECKOMY caMoylpaBJjeHuo. ['ocyAapcTBeHHble CTPYKTYPHI BCe yallle BbIGUPAIOT OTeuyeCTBEHHbIE pe-
IIeHUsl, YTO YKpeIJseT 3allUTy HHPOPMalMOHHOIO MNPOCTPaHCTBA M (GOPMUPYET YIpaBJeHUECKYIO
He3aBUCUMOCTb. JJIEKTPOHHBIN JOKYMEHTO060POT NPY 3TOM BBINOJHSAET JBOMHYIO 33/ja4y: ONTUMU3UPYET
aIMUHUCTPATHUBHBIE NPOLECCHI U YKPEMJIseT CIOCOGHOCTb roCyAapCTBa K CAMOCTOATE/IbHOMY YIIPaBJIeHUI0
1M$poBoit UHGPACTPYKTYPOH He TOJIbKO Ha pesiepasibHOM, HO U Ha perMOHaJbHOM YPOBHE.

CoryiacHo otuéty ®CTIK Poccuu (2024), BHegpenue poccuiickux CI/l MO3BONIUIO0 CHU3UTh PUCK
BHEIIIHero BMeluaTeabcTBa Ha 40 %; COKpaTHUTh 3aBUCHMOCTb OT HHOCTPaHHBIX I1aTdopM 10 8 % (npoTUB
35% B 2020 1.); 06ecnieuuThb cooTBeTcTBUE 100 % AoKkyMeHTONOTOKOB Tpe6oBanusaM ®3 Ne 152 «O nmepco-
HaJIbHBIX JJAHHBIX».

PriHok C3/], ECM u CSP-cucTeM cTaGU/IBHO PaCTeT MOC/IeJHIE HECKOJIBKO JIeT. B cpeiHeM AMHAMUKa
ocTaeTcsl cTabuIbHON U cocTaBsgeT10-12% B roa. B nepuos ¢ 2022 no 2024 roj 661710 peaiMi30BaHO CBbILIE
1 300 mpoeKkTOB B chepe cUCTEM 3JIEKTPOHHOTO AoKyMeHToo6opoTa (C3/). [Ipeobsafaromas Jo1s U3 HUX
co3zana Ha miaatdopme Directum RX (620 peann3oBaHHBIX MPOEKTOB) OT KoMmnaHuu Directum. [Tomumo
3TOTO, B UUCJI0 HauboJsiee BocTpe6oBaHHbIX pelieHUH Bowin: ELMA365 ECM (152); Tessa (90); Docsvision
(82); TE3UC (48); 1C:JoxymeHTOo06OpOT (38)2. B peiiTuHre yyacTBOBaIU 23 KOMIIAaHMH, BKJII0Yasi BEH/JOPOB
Y nHTerpaTopoB. COBOKyNHas BbIpYYKa BCeX Y4aCTHUKOB OT peanusanuu C3/[, ECM u CSP-npoekToB npu-
6/113u/1ach K oTMeTKe 13 MipJ py6.ieid.

AHanusupys ¢akTopbl, KOTOPhIE BAUAIOT Ha JJAHHYIO JIUHAMUKY U pa3BUTHE, MOXKHO BBIJIEJIUTD TEX-
HOJIOTMH UCKYCCTBEHHOT0 MHTe/eKTa (UMW) 1 pa3BUTHe HelipoceTel, KOTOpble HAYMHAIOT aKTUBHO BBIIOJI-
HSITb POJIb IOMOIIIHUKA B aHa/IM3e 60JIbLIOro 06'beMa HHPOpMaLUY, B IPUHATHUU peLIeHUH, aBTOMAaTU3al U
PYTUHHBIX onepalnyi, Bce 60JIbIIYI0 NONYIIPHOCTb IPUOOPETAIOT YMHBIE YaT-60THI U T.J. AKTUBHO Z,06aB-
JISTIOTCSI MOZIYJIY 0 peLIeHH 0 33/ja4 aHaJIUTHYeCKOH 06paboTKH HHGOPMAI[MK Ha OCHOBE GOJIBIINX JaHHBIX
¥ 06/1a4HBIX TEXHOJIOTHUH, 0 06ecriedeHHI0 IPOEKTHOTO U IPOLeCCHOTO YIIpaBJIeHHUS.

BakHO 3aMeTHUTH COBEPIIEHCTBOBAaHME cCOBpeMeHHbIX CI/l B HanpaBJIeHUU UCTIOJIHEHUS TPe6OBaHU I
peryJsiTopoB, HAIpUMep, B COOTBETCTBUH € TpukazoM MuHundper Ne542 ot 19.06.2025 (MeTox pekoMeH-
Jlal[MH 110 YCTAaHOBJIEHHIO TPEOOBAHUH K CHCTEMaM 3JIEKTPOHHOTO JjokyMeHToo6opoTa), 'OCT 56939-2024
(BPI10), MMpukaz ®CTIK ot 11.04.2025 N 117 TpeboBaHus o 3amuTe UHPopManuy, cogepxkaiieiica B UC
rocopranoB, Tpe6oBanus PCB. Buegpsiercs pa6ota ¢ nudpoBbiMu nopydeHusamu (III1 PO 637-p ot
16.03.2024 «06 yTBepK/IeHUH CTPATErHYeCKOT0 HAaITPaBJIeHHs B 00J1aCTH UPPOBOM TpaHCHOpPMALIH TOCY-
JIApCTBEHHOTO yTnpaBjeHus»). 31.12.2025 - ®OUD u OI'B cy6bekToB Poccuiickoit Peepanun nepemiv Ha
nudpoBoi popMaT HOpPyIeHHUM.

HecmoTps Ha nporpecc B GOpMUPOBaHUH eAMHOTO L{HPPOBOIro MPOCTPAHCTBA ITPH peau3aluy KOH-
Henuuy tudpoBoi TpaHchopMaIy rocynpaBaeHus JaHHBIN IPOILECC CONPSKEH C Pa3JIMYHBIMU yTPO3aMHu
Y pHUCKaMH, 0CO6EHHO B 06/1acTM UHPOPMALMOHHON 6€301aCHOCTH, BKJIIOYasi KUO6epYTrpo3bl U Kubeprpe-
CTYTJIEHHUS.

PaccmaTpuBas acnekThl obecnedyeHUs1 HHGOPMALlMOHHON 6€30MacHOCTH B OpraHax rocy/lapCTBeH-
HOT'O ¥ MyHHUIIMIIAJBHOI0 yIIPaBJIEHNS, HEOOXOJUMO OTMETHTB, yTO Poccuiickas Pesiepaniys BeICTyAeT O1-
HUM M3 aHTUJIMJEpPOB B 006/1aCTU MHPOPMALMOHHBIX aTaK U kKubepnpectynjeHul. [lo JaHHBIM KOMIIAaHUU
Positive Technologies, B neprop ¢ utosst 2024 r. no centsa6pp 2025 r. Ha Poccuio npumiocsk nopszaka 15%
BCeX yCIEUIHbIX KubepaTak B MUpe U 72% aTtak, 3a¢pukcupoBaHHbiX B CHI3. [1o ;anHbIM koMnianuu RT-Solar,

1 KomMmepcanTs. [[ludpa nponucanack B besiom gome [IekTpoHHbIH pecypc]. - URL:
https://www.kommersant.ru/doc/6465536 (naTta o6pamenus: 17.10.2025).

2 TAdviser. Poccuiickuii peiHok C3/], ECM u CSP-cucTeM: UTOTH M IlepcneKTUBHI [J1eKTpoHHBIN pecypc]. — URL:
https://www.tadviser.ru/index.php/C3/1 (naTa o6pamenus: 17.10.2025).

3 ABe3sogBa {l., Peanukos P., beceauna B. CODE RED 2026: AkTyaJsibHble KHGepyTpo3bl /i1 POCCUMCKUX OpraHU3alui
[s1ekTpoHHBIN UCTOUHUK]: https://ptsecurity.com/research/analytics/russia-cyberthreat-landscape-2026/#id?2
(Aata o6pauienus: 15.10.2025r.)
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¢ Havyasa 2025 r. npoJio/kaeT pacTd UHTEHCUBHOCTD aTaK Ha poccuiickue komnaHuu. KoanuectBo cpef-
Hero 4yucJ/a cpabaThlBaHUM, CBUIETEJbCTBYIOLIMX O BO3MOXXHOM 3apaKeHUHU BpeJ0HOCHBIM 10, yBesndu-
JIOCh BO BTOpoM KBapTase 2025 r. Ha 20% 1o cpaBHEHUIO C IpeAbIAyLIMM eprooML.

['oBOp4 0 CTPYKTYype KubepaTak, 0OTMETHUM, UTO OpPraHbl FOCYJapCTBEHHON Y MYHUIIMIIAJIbHOM BJIACTU
HaXO/sITCS HAa IEPBOM MeCTe M0 KOJIMYEeCTBY YCIEIIHbIX KubepaTak. Ha 0/11 rocyupexieHui MpUxXoJUTCs
21% ycnemHbIxX aTak. [I[py 3TOM KOJIMUeCTBO aTak MUMeeT TeHJAEeHLUIO K YBeJIMYEHUIO: B TPEThEM KBapTaJje
2025 rojia cpeiHee KOJIMYECTBO CpabaThblBaHUM B roCOpraHU3alyax BbIpocso Ha 23,6%.

Ec/a1 roBOpUTB 06 00'beKTaX aTaK B FOCYIPEXKAEHHUSIX, TO HAUOOJIbIIEH NOMYIIPHOCTBIO Y 3JI0YMBbIII-
JIEHHUKOB T10JIb3YIOTCSI KOMIIBIOTEPHI, CEPBEPHI U CETEBOE 000pyA0BaHUE: HA HUX ObLI0 HampasyeHo 80%
yCHelHbIX aTak. Ha mmnuoHax npuxoautcs 68% aTak, aTaky, LieJbl0 KOTOPBIX fABJIsieTCs GUHAHCOBas Bbl-
roza, coctaBasoT 20%, a Ha XakTUBU3M npuxoAuTcs 8% aTak.

Han6oJibIyo NonyasipHOCTb y MPECTYIMHUKOB NPU OCYIeCTBJIEeHUU KubepaTak UMeeT BpeJJOHOCHOe
nporpaMMHoe ob6ecniedeHue. Ha Hero npuiock 56% ycnemHsix atak. Ha puc. 1 MoXHO yBHUZleThb pacrnpe-
JleJeHue cpabaTbiBaHuM B 3 kBapTase 2025 roga.
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Fig. 1 Share of triggered events in the third quarter of 2025

Kak BUIMM U3 pUBeJIEHHBIX AAaHHbBIX, 35% cpabaTbeiBaHui npuxoautcs Ha APT - nedaTesbHOCTD U3-
BECTHBIX NTpodecCHoHaNTbHbIX XaKepCKUX IpynnupoBok. Cpein BpeJOHOCHBIX TPOrpaMM IepBoe MecTo 3a-
HUMAIOT IPOrpaMMbI-CTUJIEPHI — IPOTPAMMBI, Ipe/IHa3HAaYeHHbIe /151 TOXUILeHUs1 KOHPUAeHIIMaIbHOU UH-
dopmManuy nosb30BaTess], TAKOM KakK JIOTHMHBI, MAPOJIH, JJaHHble 6AHKOBCKUX KapT U JPYTUX JHUYHBIX
JaHHbIX. Ha BTopoM MecTe HaxoadaTcsa Remote Access Trojan (RAT) - TposiHbI y/1a/ieHHOTO a/IMUHUCTPUPO-
BaHUS, KOTOpble MO3BOJISAIOT 3/I0YMbIIJIEHHUKY YJaJeHHO yIpaBJ/saTh YCTPONUCTBOM, YacTo 6e3 BejoMa
»KepTBbL. OTMeTUM, 4TO B 2025 TI'. MPOUCXOUT CHIXKEHUE I0JIU CTUJIEPOB, KOTOPbIE BCe OOJIbIIE YCTYNAKT
no nonyssipHocty RAT. [IpeumyiiectBoM RAT siBasieTcst 6oJsiee C/I0’)KHOe OGHaApy:KeHHE, a TAKXKe TO, YTO
TPOSIH MOXKET OBbITh UCIOJb30BaH He TOJIBKO ISl IOXUIEHUS AAHHBIX, HO U [ MIPOJAXKU JIPYTUM 3J10-
YMBILIJIEHHUKAM BO3MOXHOCTH MOJIYYUTb JOCTYH BO B3JIOMaHHYI0 CUCTEMY OpraHU3alUU.

B Poccuiickoit ®efepanun pasBuTHe [UPPOBBIX TEXHOJIOTHN POUCXOJUT B paMKax Hal[MOHAJBbHOI0
MpOeKTa «KJKOHOMHUKA JJaHHbIX». B JaHHOM npoekTe (deaepanbHbIN poeKT «Kubepbe3omacHOCThb») 0cob0e
BHHMaHHUe y/eJisieTcsi 06ecrnedeHHI0 6€30MacHOCTU NepCOHAIbHBIX JAHHBIX. ITO AABJISIETCS 3aKOHOMEPHBIM,
TaK Kak [lepCOHaJIbHble laHHble UCIO0Jb3YIOTCA He TOJBKO B rOCy/lapCTBEHHOM yIpaBJeHUH, HO U B pas-
JINYHBIX 06J1aCTAX 3KOHOMUKU. K MHQOpMallMOHHBIM CUCTeMaM MePCOHANbHbIX JAHHBIX OTHOCATCS CH-
CTeMbl 3JIEKTPOHHOTO JOKYMeHTo060poTa (B roccekTope C3/l fABsieTCS OJHOBPEMEHHO rOCyJapCTBEHHON
MHPOPMALMOHHOU CUCTeMOM U MUHPOPMaLlMOHHOM CUCTEMOU epCOHAIbHBIX AaHHbBIX), CRM-cucteMmsl (gaH-
Hble CUCTEMbI HAQUUHAIOT aKTUBHO BHEAPATBCS B FOCCEKTOPE B KOHTEKCTE KJINEHTOLEHTPUYHOCTH U peasu-
3auuu npoekTa «['ocyapcTBo Jis jofeit»), GopMbl 06paTHON CBSI3U Ha caiiTax U TeX CUCTEM, KOTOpble
COTJIACHO OINpeJie/IeHUI0 3aKOHAa O NepCOHANbHBIX JAHHBIX SIBJSIOTCS TaKOBbIMU. OTMETHUM, UTO U3 roja
B I'OJI IepCOHaJIbHble JJAaHHbIe KaK BUJHO U3 PUC.2 ABJIAIOTCA OJHUMHU U3 HauboJlee KeJlaeMbIMU JJAHHBIMU
JUUIsl aTaK COrJIacHO JJaHHBIM https://www.ptsecurity.com c 1jeJibl0 XUllleHUs AaHHbIX. Kak BUAHO U3 puc. 2,
YHCJIO aTaK Ha TOCylapCTBEHHbIE yUpexX/jeHUsl CTaOUIbHO pacTET. [IpoaHasin3upoBaB JaHHbIE C yYETOM JIU-
HeNHOro TpeH/a MOXHO C/ieJIaTh BbIBOJ, 06 aKTHUBH3aLUK AaHHOI0 Ipo1iecca.

1 JlangmadT Kubepyrpos: aHaTUTHKA CEHCOPOB BO BTOpoM KBapTase 2025 roga // Rt-Solar [3/1eKTpOHHBIN HCTOY-
HUK]: https://rt-solar.ru/solar-4rays/blog/6067/([ata o6pauienusi: 25.10.2025r.)

2 Kyna cMectunuch kubepyrpossl? Utoru 2 kBaprtasia 2025 roja B Poccuu [31eKTpoHHBIN UCTOYHUK]: https://rt-
solar.ru/solar-4rays/blog/6067/ (laTa o6pamenus: 25.10.2025r.)
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Puc. 2. YcnewHvle amaku u yme4ku 0aHHbIX
Fig. 2. Successful attacks and data breaches

B pamkax ¢enepasbHoro npoekra «Kubep6e30macHoCTb» yKecToyaeTcss Haka3aHHe B 06J1aCTH He-
paBOMepHOHN 06pabOTKH NePCOHANbHBIX JJAHHBIX. 3aMeTHM, UTO /10 HeZJaBHEr0 BpeMeHU caMble 60J/IbLINe
mwtpadsl, npeaycMotTpeHHble B KoAll 66114 B 06s1acTH Heco6J110/ieHUs1 Tpe6G0BaHUH 110 JIoKalU3alHu 1ep-
COHAJIbHBIX JJaHHBIX. [loAxo K 60/1bIIMM ITpadaM B 06/1aCTH HAKa3aHUH 3a HapyLIeHUs NpU 06paboTKe
MepCcoHaIbHbIX JJAHHBIX SIBJISIETCs 001eMHUPOBOHM npakTUKoi. PaccmoTpuM npuMep KHP u EBpomnefickoro
pernameHTa (GDPR). 3ameTuM, 4yTo 06CcyJeHUs 06 y»KeCTOUeHUH HaKa3aHUsA 3a HellpaBOMepHYI0 o6pa-
6O0TKY NepCOHABHBIX JAHHBIX BEJUCh JABHO U 3TO OblIa MylaHOMepHas paboTta. CorsacHo GDPR, eciu He
co6/110laeTcsl ero NPUHIUIMBL, TO WTpadbl MOTYT ObITh CyleCTBEHHBIMH — MaKCHMMaJbHO BO3MOXKHbIE
wrpadsl 0 20 MUJIJIMOHOB €BpO WK A0 4% oT 06111ero MUPOBOT0 rO0BOro 060poTa.

3aKOHO/ATENbCTBO O [TePCOHANTBHBIX JAHHBIX Pa3BUBAETCS B KOHTEKCTE Pa3BUTHUS [IUPPOBBIX TEXHO-
JIOTUH Y HaI[MOHAJBbHOIO NMPOEKTA «DJKOHOMHKA AaHHbIX». C 25 Hos6psa 2025 r. BcTynaeT B cuiy [Ipukas
Muniudpsl Poccuu ot 02.06.2025 N2 511 «O6 ycTaHOBJIEHUH IOTIOJHUTENbHBIX TPe6OBAHUHN, TPebABIIS-
eMbIX K 0pUIIMaJIbHOMY CalTy POCCUHCKON OpraHM3al vy, OCyLeCTBAAILeH e TeJbHOCTb B 006J1aCTH UH-
dbopMaIMOHHBIX TEXHOJIOTHUH, B ”HPOPMAIIMOHHO-TEJIEKOMMYHHUKALHOHHOMN ceTH «UHTEpHET», B KOTOPOM
yKasblBaeTcs, YTO JOCTYI K CalTy OCyIlecTB/sAeTcs 6e3 Mepejayu NepcoHaIbHbIX AaHHBbIX. KpoMe Toro,
y OIepaToOpOB MepPCOHANbHBIX JAHHBIX CTAaHET 60Jiblile 00513aHHOCTEHN, IJIaHUpyeTcs 4To ¢ 1 mapTa 2028 r.
omnepaTtopsl cTaHyT nepefaBaTb B ECUA nudopmanuio 06 06paboTKe JUYHBIX CBeeHUH. HanoMHuM, 4TO Co-
[JIaCHO U3MEHEHUsSIM B 3aKOH O NMepCOHaNbHBIX JaHHbIX 2022 . onepaTopbl 06513aHbI ObITH MOJKII0YEHbI K
['ocCOIIKA. [Ipu 06paboTke NepcoHaNIbHBIX AaHHbIX 0c060e BHUMaHUe y/edaeTcsd COrJIacui0 Ha 00paboTKy
NepCOHa/bHBIX AaHHBIM. HannoMHuM, 4To ¢ 1 ceHTsA6ps 2025 r. BCTYNIUIN B CUJIy U3MEHEHMUSs B CTaTbIo 9, KO-
TOpasi peryJiupyeT paboTy C corjacueM Ha 06paboTKy NepCOHa/lbHBIX JAaHHBIX. Tenepb coriacue JOKHO
0pOpMIATHCA OTAENBHO OT UHBIX JOKYMEHTOB, KOTOPOEe MO/MUCbIBAET CYO'beKT NePCOHAIbHBIX JaHHBIX.

Ecnn paccMaTpuBaTh rocyiapcTBeHHble HHPOpPMaLlMOHHbIe CUCTEMBI, TO 60JIBLIMHCTBO U3 HUX Oy eT
MHPOPMALMOHHBIMU CUCTEMAMU NepCOHAJIbHBIX JJAHHBIX. I pkuM npumepoM sBasieTca C3/] B roccekTope.
B aToMm ciyyae Heo6xo4UMO BeINOMHATE JBa [Ipukaza @CTIK PP u gBa [Ipukaza ®CB a4 rocygapcTBeH-
HbIX MHGOPMAaIMOHHBIX CUCTEM, He CoZiepKalliiX MHGOpPMal1Io, OTHOCAILYIOCSA K FOCy/AapCTBEHHOH TaliHe,
¥ UHGOPMALMOHHBIM CUCTEMaM NepCOHaNbHBIX JaHHbIX. OTMETUM, 4TO B JAHHOM CJlydyae peKOMeH/yeTcs
CHayaJa BbINOJHAThL MeponpusaTus [Ipukasa @PCTIK Poccun ot 11.02.2013 Ne 17 (nocse 1 mapTa 2026 1.
[Ipukaza ®CTIK Poccum ot 11.04.2025 Ne 117), a 3atem Ilpukasza ®CTIK Poccuu ot 18.02.2013 Ne 21.
3aMeTHUM, YTO MMHMMaJ/bHbIN Habop Mep corsacHo npukasaM PCTIK ass rocysapcTBeHHbIX UHGOPMALMOH-
HBIX CUCTeM LIMpe, Y4eM MUHUMaJIbHbIN Habop Mep [/ MHQOPMALMOHHBIX CUCTEM ITIepCOHAJIbHBIX JaHHBIX.
Kpome Toro, oTMeTHM, 4TO, HanpuMep, [/ TOCYyJapCTBEHHbIX HHQOPMALMOHHBIX CUCTEM TPeTbero Kjaacca
3all{MIIleHHOCTH Mephl 3alliMThl 00ecrieYnBaloT 3 U 4 yPOBHU 3aLUILEHHOCTH IEPCOHA/bHBIX JaHHbIX.
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IIpoG1eMbl ynipaBaeHUS
Ileposa M. B., HukoHeHko H. /I., [Ipokonenko M. B. CoepemMeHHble pUCKU UHGHOPMAYUOHHOU 6e30nacHoCcCmu ...

3aMeTHM, UTO OTZEeJbHO peryJjupyeTtcs obeclieyeHue 6€30NaCHOCTH NepCOHAJbHbIX JAHHBIX TOCY-
JlApCTBEHHBIX U MYHUIUMIIA/IbHBIX CIyKaIUX. BeleHUe JTUYHBIX JieJ1 TOCYJapCTBEHHBIX TPAXK/JAHCKUX U MY-
HUIUNAJbHBIX CAYXaIUX peryaupyetcs Ykas [IpesugenTta PO ot 30.05.2005 N 609 (pen. ot 10.10.2024)
«06 yTBepxenuu [loyoxkeHHs 0 MepCOHaNbHBIX JaHHBIX FOCYZAapCTBEHHOr0 IPaXKJaHCKOI0 CJIyXallero
Poccuiickoit ®efiepaniuv U BeJJeHUH €ro JUYHOTO Jiesay.

3aky04eHue

[lo pe3ysibTaTaM pOBeZEHHOr0 aHa/JIW3a MOXXHO KOHCTAaTUPOBATh C/Ie/lyI0lHe KIIUeBble BbIBOJbI.
[Tudporas Tpancdopmanys rocyJapcTBEHHOI'O CEKTOPA AEMOHCTPUPYET 3HAUUTENbHbIN IPOrpecc, 0AHAKO
COTPOBOXK/JAETCSI POCTOM KuGepyrpo3. ['ocyapcTBeHHbIe YUpeXIeHUs OCTAIOTCS MPUOPUTETHON Mulile-
HbIO /151 3/I0yMBIIIJIEHHUKOB, HECMOTPS Ha pa3BUTHeE 3alUTHBIX MexaHW3MOB. OCHOBHbIe yIpo3bl 6e3omac-
HOCTH KOHLIEHTPUPYIOTCA B ciaeayomux obuaactsax: C3/, M3/0, 3amuTa nepcoHalbHbIX JAHHBIX B roCyJap-
CTBEHHBIX UHGOPMAIMOHHBIX CUCTEMAaX, PUCKH 0TKa3a GYHKIMOHUPOBAHUS KPUTUIECKU BOXKHBIX CEPBHUCOB.
[To3uTHBHBIE TeHeHIINH B chepe NHPOPMAIIMOHHOM 6e30MaCHOCTU BKJIIOYAIOT: aKTUBHOE pa3BUTHE OTeYe-
CTBEHHbIX pelieHUH as CI/, BHeapeHue equHoM miaTdopmbl ['ocTex, ycuieHue TpebG0BAaHUHN K 3all[UTe Nep-
COHAJIbHBIX JAHHBIX, POCT BHUMAHUS K UMIIOPTO3aMelleHUI0. BAXKHO BbIIeJIUTh HE06XO0IUMble MEPHI 110 YKpeTl-
JIeHU10 MHGOPMAIMOHHOM 6e30MacHOCTH: KOMIUIEKCHasl peanu3anus Tpe6oBaHUd peryasaTopoB (PCTIK,
®CB), BHeipeHHe COBPeMEHHBIX TEXHUYECKUX CPEACTB 3allUThl UHGOpPMALMHY, IOBbILIEHHE KBaIUUKALUU
rocyJlapCTBEHHBIX CAyXaluxX B ob6JsiacTu UB, oCTOSIHHBIM MOHUTOPHHT U aKTyalu3alUs CUCTEM 3alUThI,
pa3BUTHE OTEUYEeCTBEHHBbIX TEXHOJIOTUM KuOepOe3omacHOCTH. [lepcrneKTUBHbIe HampaBJeHUs Pa3BUTHSA
BKJ/IOYAIOT: UHTErpaLus HCKyCCTBEHHOTO UHTEJIJIEKTA B CUCTEMBI 3alL{UThl, pA3BUTHE TEXHOJIOTUH NpeuK-
THUBHOUN aHAJIMTUKU YIpoO3, COBEPIIEHCTBOBAHUE MEeXaHU3MOB pPaHHEro o6Hapy»KeHusl aTak, YKpeleHhe
HOPMaTHUBHO-ITpaBOBOM 6a3bl B cdhepe HHGOPMALLMOHHOM 6€3011acCHOCTH

TakuM 06pa3oM, HeCMOTPS Ha AOCTUTHYThIE yCIexu B [UGPOBU3AIMU FOCYJapCTBEHHOTO yIpaBJie-
HUf, TpebyeTcsl NPOJOJDKEHHE CUCTEMHOM paboThl MO YKpelJleHUI0 MHGOPMalMOHHON 6e30MacHOCTH.
Oco6oe BHUMaHUe cjeAyeT YAeIUTb PAa3BUTHUIO OTeUYeCTBEHHbIX TEXHOJIOTUYECKUX pelleHUH W MOoBbILIe-
HUIO KOMIIETEHTHOCTH TIEPCOHAA B 00JIACTU 3alIUThI UHPOpMaIuu

CIHMCOK UCTOYHUKOB

1. Ypaposa O. B. HekoTopble Bopochl OpraHrU3aluy JOKYMeHTallMOHHOTO 06ecredyeHus AesaTelbHo-
cTU defepasibHbIX OPTaHOB UCIOJHUATEIBHOM BJIACTH (110 pe3y/ibTaTaM MOHUTOPHUHTA Npoliecca JOKyMeH-
TOOGpa30BaHUsA M 06 bEMOB IOKYMEHTO060pOTa B pe/iepasibHBIX OpraHax UCIOJHUTENbHOH BaacTy 3a 2024
rona) // Bectruuk BHUU/JIA/L. 2025. Ne 5. C. 31-41.

2. 3auapuHHbI# A. A, 'aBpusioB B. E. HekoTopsle noaxoAbl K pa3BUTHI0 TEXHUYECKOTO peryJupoBa-
HUS B 06/1aCTH HHPOPMaLlMOHHON 6€30MaCHOCTH CUCTEM C HCKYCCTBEHHBIM UHTe IekToM // UT-CTanzapT.
2025. Ne 3(44).C.11-18.

3. MopocaHoBa A. A. Bosibiine, nepcoHabHble, 06€3/1MYeHHbIE JaHHbIe: IP06JeMbl OTPACJeBOTO pe-
rysaupoBaHus // BectHuk MockoBckoro yHuBepcuTeta. Cepus 6: IxkoHoMuka. 2025. T. 60. Ne 3. C. 172-193.
https://doi.org/10.55959/MSU0130-0105-6-60-3-8.

4. TlontaBreBa M. A, 3erx/a /. I1. MojaenvpoBaHrue HHPOPMAI[MOHHBIX MPOIECCOB CUCTEM YIpaBJie-
HUs1 GOJIBIIMMH JAaHHBIMU JJis pellleHUs 337jay KubepbesonacHocTd // [IporpaMMHble NPOAYKTHI U CH-
creMbl. 2024. Ne 1. C. 54-61. https://doi.org/10.15827/0236-235X.145.054-061

5. EpemuH C.T. [IpuMeHeHue uudpoBbIX TEXHOJIOTUH B cdhepe rocyjapCTBEHHOTr0 yIpaBjeHus Ha de-
JlepaJibHOM YpOBHE U HalpaBJieHUs UX COBeplleHCTBOBaHUsA // JkoHoMHUKa. Hasoru. [IpaBo. 2024. T. 17.
Ne 1. C. 98-105. https://doi.org/10.26794/1999-849X-2024-17-1-98-105

6. Ludposas TpaHchopMaLus rocyJapCTBEHHOTO yIIpaBJeHus: coBpeMenHble peanuu / H. /J. Huko-
HeHKo, A. A. KpacHyxuHa, E. A. Eroposa [u ap.] // Hayka, MHHOBaL 1y, 0611eCTBO B COBpEMEHHBIX YCJI0BUSIX
: MoHorpadus. [lensa : Hayka u [IpocBewenue (MUII I'ynses I'10.), 2022. C. 5-15.

References

1. Udarova 0.V. Some Issues of Document Management Organization in Federal Executive Bodies Based
on the Results of Monitoring Document Creation Process and Volume of Document Flows in Federal Execu-
tive Bodies for 2024 Year. Herald of VNIIDAD. 2025;(5):31-41. (In Russ.)

2. Zatsarinny A.A., Gavrilov V.E., Some Approaches to Development of Technical Regulation in Infor-
mation Security Systems with Artificial Intelligence. IT-Standard. 2025;3(44):11-18. (In Russ.)

T'ocymapcTBeHHOE 1 MyHUIUIIAJILHOE yIpaBjieHue. Yuensie sanucku. 2025. Ne 4 61



Problems of Management
Perova M. V., Nikonenko N. D., Prokopenko M. V. Modern information security risks in the context of digital transformation ...

3. Morosanova A.A. Big Data, Personalized Data, Deidentified Data: Problems of Sectoral Regulation. Moscow
University Bulletin. Series 6. Economics. 2025;60(3):172-193. (In Russ.). https://doi.org/10.55959/MSU0130-
0105-6-60-3-8

4. Poltavtseva M.A., Zegzda D.P. Modeling Information Processes of Big Data Management Systems for
Cybersecurity Tasks Solution. Software Products & Systems. 2024;(1):54-61. https://doi.org/10.15827 /0236-
235X.145.054-061 (In Russ.).

5. Eremin S.G., Application of Digital Technologies at the Federal Level of Public Administration and Direc-
tions for Their Improvement. Economy. Taxation. Law. 2024;17(1):98-105. https://doi.org/10.26794/1999-
849X-2024-17-1-98-105 (In Russ.).

6. Nikonenko N.D., Krasnukhina A.A., Egorova E.A,, et al. Digital Transformation of Public Administration.
In: Modern Realities, Science, Innovation, Society under Current Conditions: Monograph. Penza: Nauka i Pros-
veschenie Publ., 2022. P. 5-15. (In Russ.).

Hudgbopmayus 06 asmopax

M. B. I[lepoBa - kaHAUAAT NeJaroruieckrx HayK, AOLEHT, 3aB. Kadepoit UHGOPMALIMOHHBIX TEXHOJIOTUH,
Poccuiickas akaJieMHsi HApOJHOTO X035IMCTBA M roCylapCcTBeHHOU cayX6bl npu [Ipe3ugenTte Poccuiickoi
®enepanuy, I0xxHO-PoccMUCKUN HHCTUTYT yNIpaBJeHUs.

H. Jl. HukoneHko - kaHuAaT GU3UKO-MaTeMaTUYeCKUX HayK, JOLEHT, AoLeHT Kadepbl MHPOPMaIMOHHBIX
TexXHOJIOTUH, Poccuiickas akaZieMusi HApOJHOT0 X035IMCTBA U rOCyJapCTBEHHOM C1y»0blI npu [Ipe3ugeHTe
Poccuiickont ®epepanuy, FOxxHO-POCCUICKUI UHCTUTYT yIpaBJeHHUs.

M. B. [IpokorneHKo - KaHJU/AAT 9KOHOMHYECKUX HAyK, AOLEeHT KadeApbl NHPOPMALIMOHHBIX TEXHOJIOTHH,
Poccuiickas akaJieMysi HApOJHOTO X035MCTBA M rocylapCTBeHHOU cayX6bl npu [Ipe3ugenTte Poccuiickoi
®enepanuu, OrxHO-PocCUICKUM UHCTUTYT yIIpaBJieHUs.

Information about the authors

M. V. Perova - Head of the Department of information technology, Cand. Sci. (Pedagogy), Associate Professor,
Russian Presidential Academy of National Economy and Public Administration, South-Russia Institute of
Management.
N. D. Nikonenko - Cand. Sci. (Phys.-Math.), Associate Professor of the Department of Information Technology,
Russian Presidential Academy of National Economy and Public Administration, South-Russia Institute of
Management.
M. V. Prokopenko - Cand. Sci. (Econ.), Associate Professor of the Department of Information Technology,
Russian Presidential Academy of National Economy and Public Administration, South-Russia Institute of
Management.

Bxs1ad agmopoe: Bce aBTOPbI C/les1ali SKBUBAJEHTHBIN BKJIA/| B TOATOTOBKY MyGJIUKALIUH.
ABTOpBI 3asBJSIOT 06 OTCYTCTBHUU KOHQJIMKTA HHTEPECOB.
Contribution of the authors: the authors contributed equally to this article. The authors declare no conflicts.

Cratbs noctynuia B pegakuuio 21.10.2025; ono6peHa nocie peneHsupoBaHus 27.11.2025; npuHsaTa K my6JIUKauu
28.11.2025.

The article was submitted 21.10.2025; approved after reviewing 27.11.2025; accepted for publication 28.11.2025.

62 State and Municipal Management. Scholar Notes. 2025;(4)



